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Effective November 25, 2025.  These Service Descriptions supersede and replace all prior 
versions. 

 

Schedule of Services 
 
MANAGED SERVICES 

The Services to be performed for Client by Provider are set forth in the Order. Additional 
Services may be added only by entering into a new Order including those Services. 

Provider, through its Third-Party Services Providers will make its best effort to ensure the 
security of Client’s information through third-party security software (“Security Software”). Client 
designates Provider as its agent to provide the Service to Client, and to enter into any third-
party relationship to provide the Service to Client. Use of this Service is subject to the applicable 
Third-party Service Providers agreements regarding terms of use, which Client and Provider 
agree has been provided by Provider to Client. Client acknowledges that Third-Party Service 
Providers and their licensors own all intellectual property rights in and to the Security Software. 
Client will not engage in or authorize any activity that is inconsistent with such ownership. Client 
acknowledges and agrees to be bound by any applicable Third-Party Service Provider 
agreements regarding terms or use or end user licensing terms, and Client understands that 
any applicable agreement regarding terms of use or end user licensing is subject to change 
without notice.  

ANAX Business Technology- Cyber Security Bundle: 
• Endpoint Detection & Response 

o More effective than traditional antivirus due to its dynamic behavior-based 
detection and real-time response capabilities, providing proactive defense 
against evolving threats and empowering swift action in the face of potential 
security incidents. 

 
o Implementing EDR security software enhances a business's cybersecurity 

posture by providing advanced threat detection and response capabilities, 
minimizing the risk of data breaches, and ensuring prompt mitigation of 
emerging and sophisticated cyber threats. 

• Cybersecurity Awareness Training 
o Cybersecurity awareness training is crucial for fostering a vigilant and 

informed workforce, reducing the risk of human error, and fortifying an 
organization's defense against evolving cyber threats. 

 
o A cybersecurity educated workforce can prevent data breaches by recognizing 

and thwarting phishing attempts, following secure online practices, and 
promptly reporting suspicious activities, thereby creating a robust human layer 
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of defense against potential security threats. 

• Vulnerability Management 
o Monitoring for software vulnerabilities on a business network enhances 

cybersecurity by proactively identifying and addressing potential weak points, 
reducing the risk of exploitation, and safeguarding sensitive data from 
unauthorized access or cyberattacks. 

 
o Having your network monitored for software vulnerabilities ensures proactive 

identification and timely 
remediation, reducing the risk of cyber threats, enhancing overall security, and 
safeguarding sensitive data from potential exploits. 

• Managed SOC Services (Managed Detection & Response, MDR) 
o SOC (Security Operations Center) services involve continuous monitoring, 

analysis, and response to cybersecurity threats, providing proactive defense, 
incident detection, and rapid response to ensure the security of an 
organization's information systems. 

 
o Having a 24/7 SOC team monitoring for threats ensures continuous protection, 

early detection of cybersecurity incidents, and swift response, minimizing 
potential damages and safeguarding critical assets around the clock. 

• Cloud to Cloud Backups of Microsoft 365 and Google Workspace 
o Having a backup of Microsoft 365 or Google Workspace data provides a 

safety net against data loss, ensuring business continuity, compliance, and 
quick recovery from accidental deletions, cyber incidents, or service 
disruptions. 

• Password Management 
o Having a strong and secure password is vital as it serves as a primary 

defense against unauthorized access, protecting sensitive information 
and preventing potential breaches of personal or organizational accounts. 

 
o Password managers are effective at maintaining strong passwords across an 

enterprise by generating and securely storing complex credentials, reducing the 
risk of password-related vulnerabilities, and ensuring consistent, convenient, 
and centralized access management. 

• Third-party Security Analysis and Penetration Testing 
o Having a third party perform security analysis and penetration testing is crucial as 

it provides an objective and 
unbiased evaluation of cybersecurity measures, identifying vulnerabilities and 
weaknesses that may be overlooked internally, and ensuring a comprehensive 
and effective defense against potential cyber threats. 

• Zero Trust Network Access (ZTNA) via Secure Access Service Edge (SASE) 
o ZTNA via SASE protects small businesses by ensuring secure, verified access to 

company resources from anywhere, blocking cyber threats, and limiting access 
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to only what’s necessary. 

• Email Security with Archive 
o Third-party email security adds an additional layer of protection for a small 

business from phishing, malware, and data breaches, while email archiving 
helps to ensure compliance, legal protection, and easy retrieval of important 
communications. 

• Application Whitelisting 

o Application whitelisting software provides enhanced cybersecurity by allowing 
only approved applications to run, reducing the attack surface, preventing 
unauthorized software execution, and mitigating the risk of malware and 
malicious code infiltrating systems or networks. 

ESA: 

• Server (where applicable), PC and network device performance monitoring 

• Antivirus license, management and monitoring 

• Server cloud backup license (where applicable), management and monitoring 

• 1st & supported 3rd Party patch management 

• Periodic server (where applicable) and general network maintenance 

• Configuration change detection & response 

• Dark Web Monitoring for corporate email addresses 

• Privileged Account Management  

 
BSA: 
Includes the maintenance coverage and software of the ESA plus... 

• Pre-paid support time 

• Discounted service rate 

 
CSA: 
Includes the maintenance coverage and software of the ESA plus... 

• Troubleshooting and issue resolution for supported software on PCs and servers 

• Troubleshooting and issue resolution for supported PC, server and network hardware 

• Troubleshooting of issues related to email flow where the issue is determined to be 
sourced with the Client’s infrastructure 

• Malware remediation (one incident per calendar year, excludes incident response on 
network breaches) 
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• General maintenance of third-party line-of-business software (patches, login assistance, 
etc.) 

• Vendor work requests (I.e. from security vendors, office equipment vendors and web 
designers, etc.) 

• * Project work not included; additional exceptions may apply 

VOIP AND COLLABORATION SERVICES 

Provider will deliver the Voice over Internet Protocol (“VoIP”) and associated telephony and 
collaboration services specified and selected by you on the Order or Proposal.  Additional 
Services may be added only by entering into a new Order including those Services. 

The VoIP Services may be provided or delivered by Provider through the use of third-party 
vendors listed on the Order or Proposal. Use of the VoIP Services are subject to any applicable 
third-party vendor agreements. Client acknowledges and agrees to be bound by those third-
party vendor agreements. Provider shall not be responsible for any third-party vendor service 
failures when accessing or using the Services. Client agrees to be bound by any applicable 
third-party vendor’s agreements regarding terms and conditions or end user licensing, and 
Client understands that any applicable agreement regarding terms and conditions or end user 
licensing is subject to change by any third-party vendor without notice. 

Network cabling, conduit, electrical, rack space, and any other required construction or 
trenching are additional charges are not included with the Service. 

**Provider does not provide internet connection. Client is responsible for providing internet 
connection to use the Service. 

 

THESE DESCRIPTIONS ARE SUBJECT TO CHANGE ANY 
TIME WITHOUT NOTICE. 
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