
 
 
Effective January 15, 2025.  These Service Descriptions supersede and replace all prior 
versions. 

 

Schedule of Services 
 
MANAGED SERVICES 

The Services to be performed for Client by Provider are set forth in the Order. Additional 
Services may be added only by entering into a new Order including those Services. 

Server Monitoring and Management – Provider will perform server monitoring and management 
including, alert monitoring and management of servers, periodic reporting and performance 
tuning, and prioritization of alerts to identify high-priority incidents.  Provider will also perform 
remote remediation services as needed, and backup software monitoring and management.  The 
Service Fee does not include major hardware / software upgrades or replacements or new server 
installations. 

• Provider will install a Health Agent, Endpoint Detection and Response (EDR) agent and a 
Zero Trust Agent (ZTA) on each Server to be monitored  

• Provider will provide 8x5 monitoring and alerting on critical events as defined in System 
Monitoring & Alerting.  

• Provider will perform patching as defined in Patch Management.  

• Provider will perform real-time security threat scanning and EDR updates as defined in 
Endpoint Detection & Response.  

• Provider will authorize Privilege Management security modifications as defined in Zero 
Trust Agent  

• In the event of an alert indicating Server offline or critical event failure, Provider will attempt 
to connect remotely and restart the service or resolve the incident.  

• In the event a physical Server goes offline after-hours, a Provider engineer will be 
scheduled to perform onsite remediation the following morning.  

• This service includes Remote Support for the server operating system and services 
including, but not limited to:  

o User Account Administration  

o File Sharing Permission Administrations  

o Log File Maintenance  

o Change Management Control  

o Administrative Access Management  
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o DNS Records Management  

o Critical Services Monitoring and Management  

o Microsoft Case Escalation  

o additional services for licenses purchased through Provider  

Managed Workstation 

Managed Workstation is the core, foundational component of the Provider service offering. This 
service provides full maintenance of your Windows or Mac Workstation. This service consists of 
the following:  

• Provider will install a Health Agent, Endpoint Detection and Response (EDR) agent and a 
Zero Trust Agent (ZTA) on each Workstation to be monitored  

• Provider will provide 8x5 monitoring and alerting on critical events as defined in System 
Monitoring & Alerting.  

• Provider will perform patching as defined in Patch Management.  

• Provider will perform real-time security threat scanning and EDR updates as defined in 
Endpoint Detection & Response.  

• Provider will authorize Privilege Management security modifications as defined in Zero 
Trust Agent  

• This service includes Remote Support for the desktop operating system and services 
including, but not limited to:  

o MS Office suite / Google Workspace Suite  

o Mainstream 3rd party software like Chrome, Acrobat Reader, Firefox, Java  

o network connectivity and remote access 

o printing issues 

o access to servers 

o additional services for licenses purchased through Provider 

Managed AP 

This service provides basic management of Client owned layer 3 switches. This service consists 
of the following:  

• Provider will provide 24x7 basic monitoring and alerting as defined in System Monitoring 
& Alerting  

• Provider will validate that latest firmware updates included in subscriptions are installed 
on the switch.  

• Provider will make any required network configuration changes as needed.  
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• Provider will ensure that VLAN's and ACL's are configured to meet best practices and 
maximize security and performance.  

• Provider will create and store configuration backups if device is capable.  

• Provider will notify Client of upcoming service renewals for switch service subscriptions.  

• Provider will apply service renewals licenses to switch upon Client purchase of 
subscription renewal.  

• All switch configuration changes will be performed remotely and will follow the Provider 
Change Control process.  

Exclusions  

• Changing the entire network subnet or "Re-IP-ing" all of the IP addresses are specifically 
excluded from this agreement  

• "Dumb" and unmanaged switches that do not have an IP address or are incapable of being 
monitored are excluded  

Managed Router 

This service provides basic management of Client router or firewall appliance. This service 
consists of the following:  

• Provider will provide 24x7 ICMP/ping monitoring to detect the up/down status of the 
appliance and the ISP modem gateway.  

• Provider will validate that latest firmware updates included in subscriptions are installed 
on the appliance.  

• Provider will make any required firewall or routing configuration changes as needed.  

• Provider will ensure that firewall rules are configured to meet best practices and maximize 
security and performance.  

• Provider will create and store configuration backups if appliance is capable.  

• Provider will notify Client of upcoming service renewals for router subscriptions.  

• Provider will apply service renewals licenses to appliance upon Client purchase of 
subscription renewal.  

• All configuration changes will be performed remotely and will follow the Provider Change 
Control process.  

Managed NAS 

Provider's Managed NAS service ensures efficient and secure remote management of your 
network-attached storage systems, focusing on optimal performance and reliability. This service 
includes:  

• Provider will provide 24x7 basic monitoring and alerting for constant oversight of your NAS 
systems.  
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• Provider will handle all firmware updates and patch management to keep your NAS secure 
and up-to-date.  

• Provider will configure user access and backup settings to protect and manage your data 
efficiently.  

• Provider will offer remote troubleshooting to quickly address any NAS-related issues.  

• Provider will ensure compatibility and provide expert guidance for various NAS models.  

• Provider will remotely set up your NAS to meet your specific storage and data access 
needs.  

Exceptions  

• Hard drive replacements, even those covered under warranty will result in on-site 
installation charges and are excluded 

Managed SAN 

Provider's Managed SAN service delivers expert management and support for your Storage Area 
Network, ensuring high performance, reliability, and data integrity. This service includes:  

• Provider will provide 24x7 monitoring of SAN performance, including latency, throughput, 
and capacity utilization.  

• Provider will regularly update and manage patching for SAN firmware and software to 
maintain security and efficiency.  

• Provider will configure and optimize SAN fabric elements, including switches, directors, 
and host bus adapters.  

• Provider will manage storage provisioning, zoning, and volume mapping to ensure optimal 
storage utilization and accessibility.  

• Provider will implement robust disaster recovery and data replication strategies to 
safeguard data integrity.  

• Provider will provide detailed performance reporting and capacity planning guidance to 
assist in future scaling.  

• Provider will support a variety of SAN vendors and technologies, ensuring specialized 
expertise for your infrastructure. 

Managed Mobile Device 

Managed Mobile Device (MDM) provides full maintenance of your Corporate iOS or Android 
Devices. This service consists of the following:  

• Provider will include a license and install a mobile device management agent on each 
corporate owned device  

• Provider will provide 8x5 monitoring and alerting on critical events as defined in System 
Monitoring.  
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• This service includes Remote Support for the mobile devices and services including, but 
not limited to:  

o Mobile Device Management Policy, Configuration and Installation  

o Managed Application Removal, Installation & Updates  

o iOS/Android Security & OS Upgrades  

o Corporate Google Account / Microsoft 365 account support  

o Network Connectivity Issues  

o Wiping & Remove Devices Organization Device  

• Provider will perform MDM patching as defined in Patch Management  

Managed IP Camera 

Our Managed IP Camera service provides remote support and configuration of SUPPORTED IP 
video camera devices. Our Managed IP Camera requires that you're using a Provider supported 
IP Camera Systems.  

• This service includes support for the IP cameras included in Appendix "A" including but 
not limited to 

• Troubleshooting basic connectivity and accessibility of devices  

• Modifying access to the camera systems for approved employee review  

• Providing guidance on how to save video's and exported videos permanently  

• Ensuring that local storage is accessible and footage storage is optimized  

• Troubleshooting QoS issues like choppy video and image degradation  

• Updating Device Firmware as determined by security and organizational need  

• Applying and installing security and usage licenses as required  

• In the event of hardware failure covered under manufacturer warranty, Provider will 
contact the vendor on Clients behalf and coordinate the replacement. 

Exceptions  

• Provider does NOT review surveillance footage under any circumstances. Client 
needs to designate an employee to review recordings and footage.  

Managed S2S VPN 

Provider's Managed site-2-site VPN service ensures continuous maintenance and support for the 
secure interconnectivity between your physical and virtual offices or data centers. This 
comprehensive service includes:  

• Provider will provide 24x7 monitoring of uptime and connectivity between VPN endpoints 
as detailed in Appendix "A".  
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• Provider will perform SD-WAN modifications, troubleshooting, and testing as needed to 
maintain optimal connectivity.  

• Provider will modify Policy Based Routing rules and Access Control Lists to ensure secure 
and efficient network traffic flow.  

• Provider will optimize VPN performance and security as required to maintain the highest 
standards of data protection.  

• In the event of a VPN disconnection or critical failure, Provider will promptly connect 
remotely to restore the VPN or resolve the issue.  

• If a physical VPN appliance goes offline after hours, Provider will schedule an onsite 
engineer for the next morning to perform remediation.  

• Should onsite remediation be necessary, normal Reactive Support Service rates will apply 
and be billed accordingly. 

Managed VPN Gateway 

Provider's VPN Gateway is designed to provide secure, efficient, and reliable remote access to 
your organization's cloud infrastructure. Key aspects of this service include:  

• Provider will establish and maintain a VPN Gateway, acting as a secure conduit for remote 
access to your cloud services.  

• Provider will implement strong encryption protocols to ensure the security and privacy of 
data transmitted through the VPN Gateway.  

• Provider will provide 24x7 monitoring of the VPN Gateway to ensure consistent uptime 
and optimal performance.  

• Provider will manage user authentication and access controls, ensuring only authorized 
personnel can access cloud resources.  

• Provider will perform regular updates and patches to the VPN Gateway software, 
maintaining the highest levels of security and functionality.  

• Provider will optimize connection settings and bandwidth allocation to ensure smooth and 
fast access for all users.  

• Provider will offer rapid troubleshooting and support for any VPN Gateway-related issues, 
minimizing potential disruptions to access.  

• Provider will provide guidance on scaling the VPN Gateway as your organization grows 
and cloud usage evolves.  

Managed BDR Appliance 

Provider's Managed BDR service provides a robust on-site server solution designed for rapid 
recovery and minimal downtime in the event of local hardware failures. This service is tailored to 
ensure business continuity and data integrity with the following features:  

• Provider will install and maintain a specialized BDR server at your location, ensuring a 
seamless local backup of critical data.  
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• Provider will implement continuous data protection, configured with at least one backup 
snapshot per day  

• Provider will provide 24x7 monitoring and management of the BDR server, ensuring 
optimal performance and immediate response to any issues.  

• Provider will conduct regular testing and verification of backup integrity  

• Provider will tailor the BDR solution to your specific business requirements, ensuring 
compatibility and efficiency.  

• Provider will offer scalability options for the BDR service, accommodating your business 
growth and evolving data needs.  

Managed Vendor Provided Device 

A Managed Vendor Provided Device and is an add-on component of the Provider core offering. 
This service allows us to perform basic monitoring and alerting on 3rd party devices like Comcast 
Modems or an On-Premise access control system. This service consists of the following:  

• Provider will provide 24x7 basic monitoring and alerting as defined in System Monitoring 
& Alerting  

• Limited, basic support may be possible but not guaranteed  

• In the event of an alert indicating a device offline or critical event failure, Provider will notify 
the client via email, text or phone call approved by client. 

Hands-On Workstation 

Hands-On Workstation is the core, foundational component of the Provider service offering. This 
service provides full maintenance of your Windows or Mac Workstation and includes both remote 
and on-site labor. This service consists of the following:  

• Provider will install a Health Agent, Endpoint Detection and Response (EDR) agent and a 
Zero Trust Agent (ZTA) on each Workstation to be monitored  

• Provider will provide 8x5 monitoring and alerting on critical events as defined in System 
Monitoring & Alerting.  

• Provider will perform patching as defined in Patch Management.  

• Provider will perform real-time security threat scanning and EDR updates as defined in 
Endpoint Detection & Response.  

• Provider will authorize Privilege Management security modifications as defined in Zero 
Trust Agent  

• This service includes Remote Support for the desktop operating system and services 
including, but not limited to:  

• MS Office suite / Google Workspace Suite  

• Mainstream 3rd party software like Chrome, Acrobat Reader, Firefox, Java  

• network connectivity and remote access  
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• printing issues  

• access to servers  

Hands-On Server 

Hands-On Server is a foundation component of the Provider service offering. Provider provides 
managed services designed to keep you operating with minimal system impact. This service 
provides full maintenance of your Windows Servers and includes both remote and on-site labor. 
This service consists of the following:  

• Provider will install a Health Agent, Endpoint Detection and Response (EDR) agent and a 
Zero Trust Agent (ZTA) on each Server to be monitored  

• Provider will provide 8x5 monitoring and alerting on critical events as defined in System 
Monitoring & Alerting.  

• Provider will perform patching as defined in Patch Management.  

• Provider will perform real-time security threat scanning and EDR updates as defined in 
Endpoint Detection & Response.  

• Provider will authorize Privilege Management security modifications as defined in Zero 
Trust Agent  

• In the event of an alert indicating Server offline or critical event failure, Provider will attempt 
to connect remotely and restart the service or resolve the incident.  

• In the event a physical Server goes offline after-hours, a Provider engineer will be 
scheduled to perform onsite remediation the following morning.  

• This service includes Remote Support for the server operating system and services 
including, but not limited to:  

o User Account Administration  

o File Sharing Permission Administrations  

o Log File Maintenance  

o Change Management Control  

o Administrative Access Management  

o DNS Records Management  

o Critical Services Monitoring and Management  

o Microsoft Case Escalation  

o additional services for licenses purchased through Provider 

Hands-On AP 

Our Hands-On AP service provides basic remote management of Client owned Wireless Access 
Points (WAP or AP) and includes both remote and on-site labor. This service consists of the 
following:  
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• Provider will create and remove SSID's as clients request and to meet compliance 
requirements like HIPAA, PCI, CMMC, etc.  

• Provider will rotate wireless keys as requested by the client or as dictated in the 
organizations SOP's  

• Provider will validate that latest firmware updates included in subscriptions are installed 
on the AP.  

• Provider will make any required AP configuration changes as needed.  

• Provider will create and store configuration backups if device is capable.  

• Provider will troubleshoot connectivity for devices included in our support agreement  

• Provider will notify Client of upcoming renewals for AP license and security subscriptions.  

• Provider will apply service renewals licenses to switch upon Client purchase of 
subscription renewal.  

• In the event of an alert indicating an AP offline or critical event failure, Provider will notify 
the client via email, text or phone call approved by client.  

• Provider will provide 24x7 basic monitoring and alerting as defined in System Monitoring 
& Alerting  

Exclusions  

• All AP configuration changes will be performed remotely and will follow the Provider 
Change Control process.  

• Provider does not warranty or support "wireless repeaters" which are wireless devices that 
"boost" signal strength of an existing Access Point.  

• Devices that are less than 1 revision of the current wireless spectrum must be upgraded  

Hands-On Switch 

Our Hands-On switch service provides basic management of Client owned layer 3 switches and 
includes both remote and on-site labor. This service consists of the following:  

• Provider will provide 24x7 basic monitoring and alerting as defined in System Monitoring 
& Alerting  

• Provider will validate that latest firmware updates included in subscriptions are installed 
on the switch.  

• Provider will make any required network configuration changes as needed.  

• Provider will ensure that VLAN's and ACL's are configured to meet best practices and 
maximize security and performance.  

• Provider will create and store configuration backups if device is capable.  

• Provider will notify Client of upcoming service renewals for switch service subscriptions.  
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• Provider will apply service renewals licenses to switch upon Client purchase of 
subscription renewal.  

• All switch configuration changes will be performed remotely and will follow the Provider 
Change Control process.  

Exclusions  

• Changing the entire network subnet or "Re-IP-ing" all of the IP addresses are specifically 
excluded from this agreement  

• "Dumb" and unmanaged switches that do not have an IP address or are incapable of being 
monitored are excluded  

Hands-On Router 

Provider's Hands-On router service provides basic management of Client router or firewall 
appliance and includes both remote and on-site labor. This service consists of the following:   

• Provider will provide 24x7 ICMP/ping monitoring to detect the up/down status of the 
appliance and the ISP modem gateway.  

• Provider will validate that latest firmware updates included in subscriptions are installed 
on the appliance.  

• Provider will make any required firewall or routing configuration changes as needed.  

• Provider will ensure that firewall rules are configured to meet best practices and maximize 
security and performance.  

• Provider will create and store configuration backups if appliance is capable.  

• Provider will notify Client of upcoming service renewals for router subscriptions.  

• Provider will apply service renewals licenses to appliance upon Client purchase of 
subscription renewal.  

• All configuration changes will be performed remotely and will follow the Provider Change 
Control process.  

Hands-On NAS 

Provider's Hands-On NAS service ensures efficient and secure remote management of your 
network-attached storage systems, focusing on optimal performance and reliability and includes 
both remote and on-site labor. This service includes:  

  

• Provider will provide 24x7 basic monitoring and alerting for constant oversight of your NAS 
systems.  

• Provider will handle all firmware updates and patch management to keep your NAS secure 
and up-to-date.  

• Provider will configure user access and backup settings to protect and manage your data 
efficiently.  
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• Provider will offer remote troubleshooting to quickly address any NAS-related issues.  

• Provider will ensure compatibility and provide expert guidance for various NAS models.  

• Provider will remotely set up your NAS to meet your specific storage and data access 
needs. 

Hands-On SAN 

Provider's Hands-On SAN service delivers expert management and support for your Storage Area 
Network, ensuring high performance, reliability, and data integrity and includes both remote and 
on-site labor. This service includes:  

• Provider will provide 24x7 monitoring of SAN performance, including latency, throughput, 
and capacity utilization.  

• Provider will regularly update and manage patching for SAN firmware and software to 
maintain security and efficiency.  

• Provider will configure and optimize SAN fabric elements, including switches, directors, 
and host bus adapters.  

• Provider will manage storage provisioning, zoning, and volume mapping to ensure optimal 
storage utilization and accessibility.  

• Provider will implement robust disaster recovery and data replication strategies to 
safeguard data integrity.  

• Provider will provide detailed performance reporting and capacity planning guidance to 
assist in future scaling.  

• Provider will support a variety of SAN vendors and technologies, ensuring specialized 
expertise for your infrastructure  

Hands-On Mobile Device 

Hands-On Mobile Device (MDM) provides full maintenance of your Corporate iOS or Android 
Devices and includes both remote and on-site labor. This service consists of the following:  

• Provider will include a license and install a mobile device management agent on each 
corporate owned device  

• Provider will provide 8x5 monitoring and alerting on critical events as defined in System 
Monitoring.  

• This service includes Remote Support for the mobile devices and services including, but 
not limited to:  

o Mobile Device Management Policy, Configuration and Installation  

o Managed Application Removal, Installation & Updates  

o iOS/Android Security & OS Upgrades  

o Corporate Google Account / Microsoft 365 account support  

o Network Connectivity Issues  
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o Wiping & Remove Devices Organization Device  

• Provider will perform MDM patching as defined in Patch Management  

Hands-On IP Camera 

Our Hands-On IP Camera service provides remote and on-site support and configuration of 
SUPPORTED IP video camera devices. Our Hands-On IP Camera requires that you're using a 
Provider supported IP Camera Systems.  

• This service includes support for the IP cameras included in Appendix "A" including but 
not limited to:  

o Troubleshooting basic connectivity and accessibility of devices  

o Modifying access to the camera systems for approved employee review  

o Providing guidance on how to save video's and exported videos permanently  

o Ensuring that local storage is accessible and footage storage is optimized  

o Troubleshooting QoS issues like choppy video and image degradation  

o Updating Device Firmware as determined by security and organizational need 

o Applying and installing security and usage licenses as required  
 

o In the event of hardware failure covered under manufacturer warranty, Provider will 
contact the vendor on Clients behalf and coordinate the replacement.  

Exceptions  

• Provider does NOT review surveillance footage under any circumstances. Client 
needs to designate an employee to review recordings and footage.  

Hands-On S2S VPN 

Provider's Hands-On site-2-site VPN service ensures continuous maintenance and support for 
the secure interconnectivity between your physical and virtual offices or data centers and includes 
both remote and on-site labor. This comprehensive service includes:  

• Provider will provide 24x7 monitoring of uptime and connectivity between VPN endpoints 
as detailed in Appendix "A".  

• Provider will perform SD-WAN modifications, troubleshooting, and testing as needed to 
maintain optimal connectivity.  

• Provider will modify Policy Based Routing rules and Access Control Lists to ensure secure 
and efficient network traffic flow.  

• Provider will optimize VPN performance and security as required to maintain the highest 
standards of data protection.  

• In the event of a VPN disconnection or critical failure, Provider will promptly connect 
remotely to restore the VPN or resolve the issue.  
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• If a physical VPN appliance goes offline after hours, Provider will schedule an onsite 
engineer for the next morning to perform remediation.  

• Should onsite remediation be necessary, normal Reactive Support Service rates will apply 
and be billed accordingly.  

Hands-On BDR Appliance 

Provider's Hands-On BDR service provides a robust on-site server solution designed for rapid 
recovery and minimal downtime in the event of local hardware failures and includes both remote 
and on-site labor. This service is tailored to ensure business continuity and data integrity with the 
following features:  

• Provider will install and maintain a specialized BDR server at your location, ensuring a 
seamless local backup of critical data.  

• Provider will implement continuous data protection, configured with at least one backup 
snapshot per day  

• Provider will provide 24x7 monitoring and management of the BDR server, ensuring 
optimal performance and immediate response to any issues.  

• Provider will conduct regular testing and verification of backup integrity  

• Provider will tailor the BDR solution to your specific business requirements, ensuring 
compatibility and efficiency.  

• Provider will offer scalability options for the BDR service, accommodating your business 
growth and evolving data needs.  

Hands-On Vendor Provided Device 

A Hands-On Vendor Provided Device and is an add-on component of the Provider core offering 
and includes both remote and on-site labor. This service allows us to perform basic monitoring 
and alerting on 3rd party devices like Comcast Modems or an On-Premise access control system. 
This service consists of the following:  

• Provider will provide 24x7 basic monitoring and alerting as defined in System Monitoring 
& Alerting  

• Limited, basic support may be possible but not guaranteed  

• In the event of an alert indicating a device offline or critical event failure, Provider will notify 
the client via email, text or phone call approved by client.  

Fully Managed Workstation 

Fully Managed Workstation is the core, foundational component of the Provider service offering. 
This service provides full maintenance of your Windows or Mac Workstation and includes both 
remote and on-site labor. This service consists of the following:  

• Provider will install a Health Agent, Endpoint Detection and Response (EDR) agent and a 
Zero Trust Agent (ZTA) on each Workstation to be monitored  
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• Provider will provide 8x5 monitoring and alerting on critical events as defined in System 
Monitoring & Alerting.  

• Provider will perform patching as defined in Patch Management.  

• Provider will perform real-time security threat scanning and EDR updates as defined in 
Endpoint Detection & Response.  

• Provider will authorize Privilege Management security modifications as defined in Zero 
Trust Agent  

• This service includes Remote Support for the desktop operating system and services 
including, but not limited to:  

o MS Office suite / Google Workspace Suite  

o Mainstream 3rd party software like Chrome, Acrobat Reader, Firefox, Java  

o network connectivity and remote access  
o printing issues  
o access to servers  
o additional services for licenses purchased through Provider 

Fully Managed Server 

Fully Managed Server is a foundation component of the Provider service offering. Provider 
provides managed services designed to keep you operating with minimal system impact. This 
service provides full maintenance of your Windows Servers and includes both remote and on-site 
labor. This service consists of the following:  

• Provider will install a Health Agent, Endpoint Detection and Response (EDR) agent and a 
Zero Trust Agent (ZTA) on each Server to be monitored  

• Provider will provide 8x5 monitoring and alerting on critical events as defined in System 
Monitoring & Alerting.  

• Provider will perform patching as defined in Patch Management.  

• Provider will perform real-time security threat scanning and EDR updates as defined in 
Endpoint Detection & Response.  

• Provider will authorize Privilege Management security modifications as defined in Zero 
Trust Agent  

• In the event of an alert indicating Server offline or critical event failure, Provider will attempt 
to connect remotely and restart the service or resolve the incident.  

• In the event a physical Server goes offline after-hours, a Provider engineer will be 
scheduled to perform onsite remediation the following morning.  

• This service includes Remote Support for the server operating system and services 
including, but not limited to:  

o User Account Administration  

o File Sharing Permission Administrations  
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o Log File Maintenance  

o Change Management Control  

o Administrative Access Management  

o DNS Records Management  

o Critical Services Monitoring and Management  

o Microsoft Case Escalation  

o additional services for licenses purchased through Provider  

Fully Managed AP 

Our Fully-Managed AP service provides basic remote management of Client owned Wireless 
Access Points (WAP or AP) and includes both remote and on-site labor. This service consists of 
the following:  

• Provider will create and remove SSID's as clients request and to meet compliance 
requirements like HIPAA, PCI, CMMC, etc.  

• Provider will rotate wireless keys as requested by the client or as dictated in the 
organizations SOP's  

• Provider will validate that latest firmware updates included in subscriptions are installed 
on the AP.  

• Provider will make any required AP configuration changes as needed.  

• Provider will create and store configuration backups if device is capable.  

• Provider will troubleshoot connectivity for devices included in our support agreement  

• Provider will notify Client of upcoming renewals for AP license and security subscriptions.  

• Provider will apply service renewals licenses to switch upon Client purchase of 
subscription renewal.  

• In the event of an alert indicating an AP offline or critical event failure, Provider will notify 
the client via email, text or phone call approved by client.  

• Provider will provide 24x7 basic monitoring and alerting as defined in System Monitoring 
& Alerting  

Exclusions  

• All AP configuration changes will be performed remotely and will follow the Provider 
Change Control process.  

• Provider does not warranty or support "wireless repeaters" which are wireless devices that 
"boost" signal strength of an existing Access Point.  

• Devices that are less than 1 revision of the current wireless spectrum must be upgraded  

Fully Managed Switch 
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Our Fully-Managed switch service provides basic management of Client owned layer 3 switches 
and includes both remote and on-site labor. This service consists of the following:  

• Provider will provide 24x7 basic monitoring and alerting as defined in System Monitoring 
& Alerting  

• Provider will validate that latest firmware updates included in subscriptions are installed 
on the switch.  

• Provider will make any required network configuration changes as needed.  

• Provider will ensure that VLAN's and ACL's are configured to meet best practices and 
maximize security and performance.  

• Provider will create and store configuration backups if device is capable.  

• Provider will notify Client of upcoming service renewals for switch service subscriptions.  

• Provider will apply service renewals licenses to switch upon Client purchase of 
subscription renewal.  

• All switch configuration changes will be performed remotely and will follow the Provider 
Change Control process.  

Exclusions  

• Changing the entire network subnet or "Re-IP-ing" all of the IP addresses are specifically 
excluded from this agreement  

• "Dumb" and unmanaged switches that do not have an IP address or are incapable of being 
monitored are excluded  

Fully Managed Router 

Provider's Fully-Managed router service provides basic management of Client router or firewall 
appliance and includes both remote and on-site labor. This service consists of the following:  

• Provider will provide 24x7 ICMP/ping monitoring to detect the up/down status of the 
appliance and the ISP modem gateway.  

• Provider will validate that latest firmware updates included in subscriptions are installed 
on the appliance.  

• Provider will make any required firewall or routing configuration changes as needed.  

• Provider will ensure that firewall rules are configured to meet best practices and maximize 
security and performance.  

• Provider will create and store configuration backups if appliance is capable.  

• Provider will notify Client of upcoming service renewals for router subscriptions.  

• Provider will apply service renewals licenses to appliance upon Client purchase of 
subscription renewal.  

• All configuration changes will be performed remotely and will follow the Provider Change 
Control process. 
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Fully Managed NAS 

Provider's Fully-Managed NAS service ensures efficient and secure remote management of your 
network-attached storage systems, focusing on optimal performance and reliability and includes 
both remote and on-site labor. This service includes:  

• Provider will provide 24x7 basic monitoring and alerting for constant oversight of your NAS 
systems.  

• Provider will handle all firmware updates and patch management to keep your NAS secure 
and up-to-date.  

• Provider will configure user access and backup settings to protect and manage your data 
efficiently.  

• Provider will offer remote troubleshooting to quickly address any NAS-related issues.  

• Provider will ensure compatibility and provide expert guidance for various NAS models.  

• Provider will remotely set up your NAS to meet your specific storage and data access 
needs.  

Fully Managed SAN 

Provider's Fully-Managed SAN service delivers expert management and support for your Storage 
Area Network, ensuring high performance, reliability, and data integrity and includes both remote 
and on-site labor. This service includes: 

• Provider will provide 24x7 monitoring of SAN performance, including latency, throughput, 
and capacity utilization.  

• Provider will regularly update and manage patching for SAN firmware and software to 
maintain security and efficiency.  

• Provider will configure and optimize SAN fabric elements, including switches, directors, 
and host bus adapters.  

• Provider will manage storage provisioning, zoning, and volume mapping to ensure optimal 
storage utilization and accessibility.  

• Provider will implement robust disaster recovery and data replication strategies to 
safeguard data integrity.  

• Provider will provide detailed performance reporting and capacity planning guidance to 
assist in future scaling.  

• Provider will support a variety of SAN vendors and technologies, ensuring specialized 
expertise for your infrastructure  

Fully Managed Mobile Device 

Fully-Managed Mobile Device (MDM) provides full maintenance of your Corporate iOS or Android 
Devices and includes both remote and on-site labor. This service consists of the following:  

• Provider will include a license and install a mobile device management agent on each 
corporate owned device  
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• Provider will provide 8x5 monitoring and alerting on critical events as defined in System 
Monitoring.  

• This service includes Remote Support for the mobile devices and services including, but 
not limited to:  

• Mobile Device Management Policy, Configuration and Installation  
• Managed Application Removal, Installation & Updates  
•  iOS/Android Security & OS Upgrades  
• Corporate Google Account / Microsoft 365 account support  
• Network Connectivity Issues  
• Wiping & Remove Devices Organization Device  

• Provider will perform MDM patching as defined in Patch Management  

Fully Managed IP Camera 

Our Fully-Managed IP Camera service provides remote and on-site support and configuration of 
SUPPORTED IP video camera devices. Our Fully-Managed IP Camera requires that you're using 
a Provider supported IP Camera Systems.  

• This service includes support for the IP cameras included in Appendix "A" including but 
not limited to:  

o Troubleshooting basic connectivity and accessibility of devices  

o Modifying access to the camera systems for approved employee review  

o Providing guidance on how to save video's and exported videos permanently  

o Ensuring that local storage is accessible and footage storage is optimized  

o Troubleshooting QoS issues like choppy video and image degradation  

o Updating Device Firmware as determined by security and organizational need  

o Applying and installing security and usage licenses as required  

• In the event of hardware failure covered under manufacturer warranty, Provider will 
contact the vendor on Clients behalf and coordinate the replacement.  

Exceptions  

• Provider does NOT review surveillance footage under any circumstances. Client 
needs to designate an employee to review recordings and footage.  

Fully Managed S2S VPN 

Provider's Fully-Managed site-2-site VPN service ensures continuous maintenance and support 
for the secure interconnectivity between your physical and virtual offices or data centers and 
includes both remote and on-site labor. This comprehensive service includes:  

• Provider will provide 24x7 monitoring of uptime and connectivity between VPN endpoints 
as detailed in Appendix "A".  

• Provider will perform SD-WAN modifications, troubleshooting, and testing as needed to 
maintain optimal connectivity.  
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• Provider will modify Policy Based Routing rules and Access Control Lists to ensure secure 
and efficient network traffic flow.  

• Provider will optimize VPN performance and security as required to maintain the highest 
standards of data protection.  

• In the event of a VPN disconnection or critical failure, Provider will promptly connect 
remotely to restore the VPN or resolve the issue.  

• If a physical VPN appliance goes offline after hours, Provider will schedule an onsite 
engineer for the next morning to perform remediation.  

• Should onsite remediation be necessary, normal Reactive Support Service rates will apply 
and be billed accordingly.  

Fully Managed VPN Gateway 

Provider's Fully-Managed VPN Gateway is designed to provide secure, efficient, and reliable 
remote access to your organization's cloud infrastructure and includes both remote and on-site 
labor. Key aspects of this service include:  

• Provider will establish and maintain a VPN Gateway, acting as a secure conduit for remote 
access to your cloud services.  

• Provider will implement strong encryption protocols to ensure the security and privacy of 
data transmitted through the VPN Gateway.  

• Provider will provide 24x7 monitoring of the VPN Gateway to ensure consistent uptime 
and optimal performance.  

• Provider will manage user authentication and access controls, ensuring only authorized 
personnel can access cloud resources.  

• Provider will perform regular updates and patches to the VPN Gateway software, 
maintaining the highest levels of security and functionality.  

• Provider will optimize connection settings and bandwidth allocation to ensure smooth and 
fast access for all users.  

• Provider will offer rapid troubleshooting and support for any VPN Gateway-related issues, 
minimizing potential disruptions to access.  

• Provider will provide guidance on scaling the VPN Gateway as your organization grows 
and cloud usage evolves.  

Fully Managed BDR Appliance 

Provider's Fully-Managed BDR service provides a robust on-site server solution designed for 
rapid recovery and minimal downtime in the event of local hardware failures and includes both 
remote and on-site labor. This service is tailored to ensure business continuity and data integrity 
with the following features:  

• Provider will install and maintain a specialized BDR server at your location, ensuring a 
seamless local backup of critical data. 
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• Provider will provide 24x7 monitoring and management of the BDR server, ensuring 
optimal performance and immediate response to any issues.  

• Provider will conduct regular testing and verification of backup integrity  

• Provider will tailor the BDR solution to your specific business requirements, ensuring 
compatibility and efficiency.  

• Provider will offer scalability options for the BDR service, accommodating your business 
growth and evolving data needs.  

Fully Managed Vendor Provided Device 

A "Fully-Managed" Vendor Provided Device and is an add-on component of the Provider core 
offering and includes both remote and on-site labor. This service allows us to perform basic 
monitoring and alerting on 3rd party devices like Comcast Modems or an On-Premise access 
control system. Since the device is outside of our primary control it can never be "fully- managed", 
but this service consists of the following:  

• Provider will provide 24x7 basic monitoring and alerting as defined in System Monitoring 
& Alerting  

• Limited, basic support may be possible but not guaranteed  

• In the event of an alert indicating a device offline or critical event failure, Provider will notify 
the client via email, text or phone call approved by client.  

 

DATA BACKUP AND DISASTER RECOVERY SERVICE 

The Services to be performed for Client by Provider are set forth in the Order. Additional 
Services may be added only by entering into a separate Order including those Services.  

Managed File-Level Backup 

Our Managed File-Level Backup is our most basic backup solution. This service backs up local 
files and folders and securely copies & encrypts to the cloud. This is useful for backing up users 
who do not save their work product in a cloud location or rely on local storage for saving data. 
It's also used as a secondary backup for critical files like QuickBooks backups or shared, private 
work papers.  

• Provider will provide license for file level backups of Mac & Windows Devices listed in 
Appendix A  

• Provider will configure backups as follows:  

o Provider will recursively backup the User's home directories or others as outlined 
during onboarding  

o Provider will ensure that the data is encrypted at rest and in-transit  

o Provider will "seed" the backups with a large one time backup  

o Backups will then be scheduled at least once daily to backup new or modified files  
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o Versions will be made of files that have changed between subsequent dates  

Managed Image Based Backup – Workstation 

Our Managed Image Based Backup - Workstation is an advanced whole disk backup solution 
for workstations. This service backs up entire hard disk versions to the cloud which let us 
quickly recover a file or even create your desktop, virtually, in the cloud.  

• Provider will provide licenses for image-based backups or Windows Workstations listed 
in Appendix A  

• Provider will configure backups as follows:  

o The contents of the entire hard disk will be backed up to a 3rd party cloud provider 
on a nightly basis  

o Provider will "seed" the backups with a large one time image backup  

o Provider will ensure that the data is encrypted at rest and in-transit  

o Backups will then be scheduled at least once daily to backup all modified blocks  

o Versions will be made of files that have changed between subsequent dates will be 
saved  

o Backups will be retained on at least a 7 day rotating basis  

o Provider will ensure that the data is encrypted at rest and in-transit  

Managed Image Based Backup  - Server 

Our Managed Image Based Backup - Server is an advanced file & whole disk backup solution 
for Servers. This service backs up entire hard disk versions both locally (when combined with an 
on premise BDR device) and to the cloud which let us quickly recover a file or the server in the 
event of a hardware failure or host the server, virtually in the cloud, if there is a prolonged 
system wide outage.  

• Provider will provide license for image-based backups of Windows Servers  

• Provider will configure backups as follows:  

o The contents of the entire hard disk will be backed up to a 3rd party cloud provider, 
and, optionally an on- premise BDR appliance on a nightly basis  

o Provider will "seed" the backups with a large one time image backup both locally and 
to a 3rd party cloud provider  

o Backups will then be scheduled at least once daily or more as determined during on-
boarding  

o All local files and versions of files will be backed up locally and to the cloud  

o Backups will be retained on at least 7 day rotating basis  

o Provider will ensure that the data is encrypted at rest and in-transit  



© Scott & Scott, LLP 

**Please note, turning on "virtual machines" in the cloud will may incur additional fees  

Managed M365/Google Ecosystem Backup 

Provider's Managed M365/Google Ecosystem Backup is cloud software that backs up and 
protects Microsoft 365 & Google Workplace data. It provides complete backup and restore for 
Exchange Online, OneDrive, SharePoint, and Teams. and supports cloud-to-cloud backup 
directly from Microsoft 365 or Google Workplace data to our provider's Cloud. Given the critical 
nature of business data, companies need a secure second cloud option so they are not 100% 
dependent on Microsoft for data security.  

Ecosystem backup, fully supports HIPAA, SOC-2, and GDPR.  

• Provider will provide licenses for unlimited storage for backups of Mailboxes, OneDrive, 
Teams and SharePoint Sites, Google Workspace and shared drive backups.  

• Provider will backup all of the data that resides in the clients Office 365 or Google 
Tenant at least twice a day  

• Provider will work with client to provide a realistic retention policy, but it is ultimately the 
responsibility of our client to provide accurate backup and retention rules for client files  

Managed BDR Appliance 

Provider's Local On-Premises BDR (Backup and Disaster Recovery) Appliance service offers a 
robust, comprehensive backup solution designed to enhance data accessibility and business 
continuity for your organization. Utilizing advanced image-based backup technology, this service 
ensures that your server files are not only backed up to the cloud securely but also cached 
locally on the premises. This dual approach allows for rapid file access and recovery, minimizing 
downtime and enhancing productivity across your teams in the event of an outage.  

  

• Provider will provide, at an additional cost, a local backup appliance that meets 
your organization's backup storage and retention needs  

• Provider will configure backups as follows:  

o The contents of the entire hard disk will be backed up both locally and to a 3rd party 
cloud provider on a nightly basis  

o Provider will "seed" the backups with a large one time image backup both locally and 
to a 3rd party cloud provider  

o Backups will then be scheduled at least once daily or more as determined during 
onboarding  

o All local files and versions of files will be backed up locally and to the cloud  

o Backups will be retained on at least 7 day rotating basis  

o Provider will ensure that the data is encrypted at rest and in-transit  

o Provider will boot and verify that the machine is working as expected  
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• *** Setup and Installation of the BDR Appliance will result in additional installation 
and setup fees  

**Please note, turning on "virtual machines" in the cloud will may incur additional fees  

 

FILE BACKUP AND RECOVERY 

Provider will create, monitor, and modify up to the number of file backup jobs listed in the Order.   
Provider will also notify Client by email of backup drive failures and corrective actions.   

Upon request, Provider will remotely restore files, subject to the number of operations listed in 
the Order 

File-Level DR Testing 

For users that may be using specific line of business (LoB) software like QuickBooks or wants to 
ensure that work product NOT saved in a shared folder are adequately backed up. We 
recommend a file level backup. Provider typically backs up user profile directories for Mac & 
Windows users unless otherwise instructed. Workstations must have reliable and consistent 
internet. Recovery Entails:  

• Annually, Provider will select at least one or 3% of backup agents, whichever is greater, 
and restore either (a) a random file or (b) the specific LOB files as instructed by the 
client.  

• Annually, For LoB data that cannot be backed up as part of a disk image, Provider, at its 
discretion, may charge a one-time fee to document the initial file recovery process  

• Once created, Provider will modify and update the recovery documentation and process 
as part of the service agreement  

• Failure to recover any asset will be logged and a ticket will be created with the vendor  

• Recovery testing will recur at least weekly until vendor resolves the issue and data can 
be fully restored  

Workstation Image - DR Testing 

For users that back up the entire disk contents to the cloud, recovery testing involves booting up 
the workstation in the cloud and accessing it remotely. Recovery Entails:  

• Annually, Provider will select at least one random, non-repeated workstation, and boot it 
up in our vendor's data center  

• Once an OS is successfully booted, remote access via Provider's Remote Access Tool 
will be confirmed and the ticket closed  

• Provider will modify and update the recovery documentation and process as part of the 
service agreement  

• Failure to recover any asset will be logged and a ticket will be created with the vendor  
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• Recovery testing will reoccur at least weekly until vendor resolves the issue and data 
can be fully restored  

** Creating Hosted VM instances and volumes may incur additional fees  

Server Image – DR Testing 

For users that back up the entire disk contents to the cloud, recovery testing involves booting up 
the server in the cloud and accessing it remotely. Recovery Entails:  

• Annually, Provider will select at least one random, non-repeated server, and boot it up in 
our vendor's data center  

• Once an OS is successfully booted, remote access via Provider's Remote Access Tool 
will be confirmed and the ticket  

• Provider will modify and update the recovery documentation and process as part of the 
service agreement  

• Failure to recover any asset will be logged and a ticket will be created with the vendor  

• Recovery testing will reoccur at least weekly until vendor resolves the issue and data 
can be fully restored  

• ** Creating Hosted VM instances and volumes may incur additional fees  

M365/Google Ecosytem – DR Testing 

For organizations storing data in Google Workspace of Microsoft 365 our primary recommended 
backup is our ecosystem product. At least twice a day it takes a snapshot of SharePoint/Shared 
Drive contents, OneDrive/My Drive contents, contacts, calendars, tasks and other key 
metadata. For recovery procedures:  

• Annually, Provider will select at least 2 user mailboxes and restore either (a) a random 
email, file, contact, appointment & task into a test account or (b) restore a client specified 
dataset and verify consistency.  

• Annually, Provider will restore at least 1 production SharedPoint/Share site and recover 
(a) a random file, calendar or team resource into a test account or (b) restore a pre-
selected group of assets and restore them as instructed.  

• Failure to recover any asset will be logged and a ticket will be created with the vendor,  

• Recovery testing will reoccur at least weekly until vendor resolves the issue and data 
can be fully restored  

BDR Appliance – DR Testing 

For virtual machines hosted on premise, Provider creates at least 1 daily snapshot, which is 
kept on the local BDR appliance and a copy which is synced to the cloud. On premise backups 
are at higher risk for ransomware attacks, and, as such, we recommend keeping at least two 
copies of all backups with one stored off-site and completely air-gapped from any local 
systems.  



© Scott & Scott, LLP 

• Annually Provider will perform a virtual boot on the local BDR appliance of the devices in 
question and take a snapshot of the login screen  

• At least annually, the cloud-based image snapshots will be downloaded to Provider's 
testing environment and an emergency virtual boot will be performed  

• Once the machine is booted, Provider will log into the device and verify login to all critical 
applications and services are running  

• Provider will modify and update the recovery documentation and process as part of the 
service agreement  

• Failure to recover any asset will be logged and a ticket will be created with the vendor  

• Recovery testing will recur at least weekly until vendor resolves the issue and data can 
be fully restored  

 

CLOUD AND HOSTING SERVICES 

Managed Host 

Managed Host Support ensures your virtual infrastructure is providing the solid foundation 
required to support your virtual environment. This service consists of the following:  

• Provider will configure a management agent on a physical server or guest server on the 
Client network to monitor Host Servers.  

• Provider will provide 24x7 monitoring and alerting on CPU, memory utilization, disk space 
and other vital statistics.  

• In the event of an alert indicating Server offline or critical event failure, Provider will attempt 
to connect remotely and restart the service or resolve the incident.  

• In the event a physical Server goes offline after-hours, a Provider engineer will be 
scheduled to perform onsite remediation the following morning.  

• Provider will perform quarterly review of Host configuration to ensure current configuration 
is optimal.  

• Provider will perform quarterly review and installation of Host updates. Installation of 
updates will be scheduled with Client to minimize downtime.  

• Provider will perform out-of-band and critical security patching for host OS's based on risk 
and impact.  

• Provider will perform quarterly review and updating of Host tools on guest servers. 

Requirements: 

• Client running VMWare must have current VMWare support subscription to gain access 
to current version and patches.  

Client must have HP Integrity Integrated Lights-Out (iLO), Cisco Integrated Management 
Controller (CIMC), IBM Remote Supervisor Adapter (RSA), or Dell Remote Access Controller 
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(DRAC) to perform an orderly shutdown of server hardware for maintenance tasks and 
management.  

Hands-On Host 

Hands-On Host Support ensures your virtual infrastructure is providing the solid foundation 
required to support your virtual environment and includes both remote and on-site labor. This 
service consists of the following:  

• Provider will configure a management agent on a physical server or guest server on the 
Client network to monitor Host Servers.  

• Provider will provide 24x7 monitoring and alerting on CPU, memory utilization, disk 
space and other vital statistics.  

• In the event of an alert indicating Server offline or critical event failure, Provider will 
attempt to connect remotely and restart the service or resolve the incident.  

• In the event a physical Server goes offline after-hours, a Provider engineer will be 
scheduled to perform onsite remediation the following morning.  

• Provider will perform quarterly review of Host configuration to ensure current 
configuration is optimal.  

• Provider will perform quarterly review and installation of Host updates. Installation of 
updates will be scheduled with Client to minimize downtime.  

• Provider will perform out-of-band and critical security patching for host OS's based on 
risk and impact.  

• Provider will perform quarterly review and updating of Host tools on guest servers.  

Requirements 

• Client running VMWare must have current VMWare support subscription to gain access 
to current version and patches.  

• Client must have HP Integrity Integrated Lights-Out (iLO), Cisco Integrated Management 
Controller (CIMC), IBM Remote Supervisor Adapter (RSA), or Dell Remote Access 
Controller (DRAC) to perform an orderly shutdown of server hardware for maintenance 
tasks and management.  

Fully Managed Host 

Fully Managed Host Support ensures your virtual infrastructure is providing the solid foundation 
required to support your virtual environment and includes both remote and on-site labor. This 
service consists of the following:  

• Provider will configure a management agent on a physical server or guest server on the 
Client network to monitor Host Servers.  

• Provider will provide 24x7 monitoring and alerting on CPU, memory utilization, disk space 
and other vital statistics.  
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• In the event of an alert indicating Server offline or critical event failure, Provider will attempt 
to connect remotely and restart the service or resolve the incident.  

• In the event a physical Server goes offline after-hours, a Provider engineer will be 
scheduled to perform onsite remediation the following morning.  

• Provider will perform quarterly review of Host configuration to ensure current configuration 
is optimal.  

• Provider will perform quarterly review and installation of Host updates. Installation of 
updates will be scheduled with Client to minimize downtime.  

• Provider will perform out-of-band and critical security patching for host OS's based on risk 
and impact.  

• Provider will perform quarterly review and updating of Host tools on guest servers. 

Requirements  

• Client running VMWare must have current VMWare support subscription to gain access 
to current version and patches.  

• Client must have HP Integrity Integrated Lights-Out (iLO), Cisco Integrated Management 
Controller (CIMC), IBM Remote Supervisor Adapter (RSA), or Dell Remote Access 
Controller (DRAC) to perform an orderly shutdown of server hardware for maintenance 
tasks and management.  

Cloud Print Management 

Cloud Print Management (CPM) provides everything you need to move your print services to 
the cloud. In today's hybrid work environment, users need to be able to quickly and easily print 
to the office from their phone or workstations without having to connect to complicated VPNs. 
Managers can track print usage and control operating costs for staff. and advanced features like 
blocking color printing, requiring a PIN code, reprinting your most recent print jobs and more are 
included will all MCP Clients.  

It's a print server, built for the cloud.  

• Licensing for CPM is included for all administrative staff that work at a desktop or front-
line staff that frequently need frequent or remote printer access  

• Provider will provide 8x5 support to manage, modify and troubleshoot cloud printers  

• Provider will update the CPM cloud agent to the most recent versions as necessary  

• Provider will alert client in cases of global issues or prolonged outages.  

• Provider will generate printing reports at client's request  

• If After Hours remediation is required Reactive Support Service rates would apply and 
be billed accordingly  

Managed Cloud Storage (Per TB) 
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Provider uses world class providers and best-in-class storage practices to protect all of your 
organization’s data.(up to 99.999999999%). Data is protected with client-side encryption, in-
transit and at rest with customized versioning, retention, archiving, access control and full 
auditing of every file, so you know it's safe, secure and auditable.  

• Provider will provide secure data storage in increments of 1TB with a 1TB minimum.  

• Client can scale storage up and down based on retention settings and versioning  

• Retention & Encryption settings will be determined based on regulatory & governance 
requirements, best practices and client expectations.  

• Cloud storage is provided in conjunction with Provider's other backup and disaster 
recovery products  

 

CYBER TRAINING SERVICES 

Phishing Simulator and Security Awareness Training 

Phishing Simulator and Security Awareness Training (PSSAT) are part of our security 
fundamentals stack. This fully managed security awareness program allows your organization to 
take a proactive stance on end-user security education and provides statistics to assess current 
and ongoing security training effectiveness.  

  

• Phishing & Security Awareness Training  

o Provider will simulate real-world Phishing Security Tests at least Quarterly with 
different targeted, campaigns, templates & security risks  

o Provider can provide industry specific training campaigns including Banking, Social 
Media, IT, Government, Online Services, Current Events, Healthcare, and more.  

o Provider can automate training deployment, including scheduled automated reminder 
emails for all of your end users.  

Reporting  

o Provider will produce reports track and emails sent, emails opened, links clicks, 
users that submitted data for Phishing campaigns  

o Provider will review these reports as part of our Strategy & Alignment meetings and 
identify users who need additional training  

o Optionally, Provider can track ignored, started, failed & completed security training  

VOIP AND COLLABORATION SERVICES 

Provider will deliver the Voice over Internet Protocol (“VoIP”) and associated telephony and 
collaboration services specified and selected by you on the Order or Proposal.  Additional 
Services may be added only by entering into a new Order including those Services. 
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The VoIP Services may be provided or delivered by Provider through the use of third-party 
vendors listed on the Order or Proposal. Use of the VoIP Services are subject to any applicable 
third-party vendor agreements. Client acknowledges and agrees to be bound by those third-
party vendor agreements. Provider shall not be responsible for any third-party vendor service 
failures when accessing or using the Services. Client agrees to be bound by any applicable 
third-party vendor’s agreements regarding terms and conditions or end user licensing, and 
Client understands that any applicable agreement regarding terms and conditions or end user 
licensing is subject to change by any third-party vendor without notice. 

Network cabling, conduit, electrical, rack space, and any other required construction or 
trenching are additional charges are not included with the Service. 

Managed VoIP Phone 

Our Managed VoIP Phone service provides full maintenance and support of your IP PBX or 
VoIP devices. Our managed VoIP Phone requires that you're on a Provider supported UCaaS 
or IP PBX solution.  

• This service includes Remote Support for the IP phones included in Appendix "A" 
including but not limited to:  

o Troubleshooting basic dial in and dial out functionality of devices  

o Resetting voicemail pins for users  

o Providing guidance on how to check voicemail remotely  

o Ensuring that voicemails are routed properly  

o Setting Holiday, Inclement Weather and "Office Closed" Greetings when required  

o Troubleshooting QoS issues like choppy calls  

o Basic Troubleshooting of Dial Plans and Call Flows  

o Updating Device Firmware as security and organizational needs determine  

• In the event of hardware failure covered under manufacturer warranty, Provider will 
contact the vendor on Clients behalf and coordinate the replacement.  

Exceptions  

• Provider does NOT record audio greetings. Client needs to designate an employee to 
perform recordings. Voice Talent can be hired for an additional fee.  

Hands-On VoIP Phone 

Our Hands-On VoIP Phone service provides full maintenance and support of your IP PBX or 
VoIP devices and includes both remote and on-site labor. Our managed VoIP Phone requires 
that you're on a Provider supported UCaaS or IP PBX solution.  

• This service includes Remote Support for the IP phones included in Appendix "A" 
including but not limited to:  

o Troubleshooting basic dial in and dial out functionality of devices  
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o Resetting voicemail pins for users  

o Providing guidance on how to check voicemail remotely  

o Ensuring that voicemails are routed properly  

o Setting Holiday, Inclement Weather and "Office Closed" Greetings when required  

o Troubleshooting QoS issues like choppy calls  

o Basic Troubleshooting of Dial Plans and Call Flows  

o Updating Device Firmware as security and organizational needs determine  

• In the event of hardware failure covered under manufacturer warranty, Provider will 
contact the vendor on Clients behalf and coordinate the replacement.  

Exceptions  

• Provider does NOT record audio greetings. Client needs to designate an employee to 
perform recordings. Voice Talent can be hired for an additional fee.  

Fully Managed VoIP Phone 

Our Fully-Managed VoIP Phone service provides full maintenance and support of your IP PBX or 
VoIP devices and includes both remote and on-site labor. Our managed VoIP Phone requires that 
you're on a Provider supported UCaaS or IP PBX solution.  

• This service includes Remote Support for the IP phones included in Appendix "A" including 
but not limited to:  

o Troubleshooting basic dial in and dial out functionality of devices  

o Resetting voicemail pins for users  

o Providing guidance on how to check voicemail remotely  

o Ensuring that voicemails are routed properly  

o Setting Holiday, Inclement Weather and "Office Closed" Greetings when required  

o Troubleshooting QoS issues like choppy calls  

o Basic Troubleshooting of Dial Plans and Call Flows  

o Updating Device Firmware as security and organizational needs determine  

• In the event of hardware failure covered under manufacturer warranty, Provider will 
contact the vendor on Clients behalf and coordinate the replacement.  

Exceptions  

• Provider does NOT record audio greetings. Client needs to designate an employee to 
perform recordings. Voice Talent can be hired for an additional fee.  
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**Provider does not provide internet connection. Client is responsible for providing internet 
connection to use the Service. 

THESE DESCRIPTIONS ARE SUBJECT TO CHANGE ANY 
TIME WITHOUT NOTICE. 
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